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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. 1D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files
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Actors or Personas Involved

Actor Description

Non Registered User A Medicaid member who has not yet registered with the State's B2C process.
Registered User A Medicaid member who has registered with the State's B2C process.
MMIS

Identity Proofing Verifies the user is identified using an outsourced service provided by ID.me
Multi-Factor Authentication = Requires user to log in with additional data using an outsourced service.

Administrators Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:

Enables lookup of user for the purpose of linking the user registration with Medicaid.




Sign In / Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In

This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

iServe

Nebraska

+=Back

Sign in to your
benefits account

Username / Nombre de usuario

( l

Password / Contrasefia

Show password

Forgot password?

Don't have an account? Create your account

This is a government computer system.

Unauthorized access, use, misuse, or modification of this computer system or of the data contained herein or in transit to/from this system constitutes a violation of Title 18, United States Code, Section 1030, and may subject the
individual to Criminal and Civil penalties pursuant to Title 26, United States Code, Sections 7213(A), 7213A (the Taxpayer Browsing Protection Act), 7431 and Health Insurance Portability and Accountability Act of 1996. If monitoring
reveals possible evidence of criminal activity, such evidence may be provided to Law Enforcement Personnel. Additional information may be found at the Nebraska DHHS System Website Disclaimer under ‘Disclaimer'.
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Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field

Password It is password field and it is mandatory field

Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:

1. Sign In to authenticate the Medicaid member

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations



1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

iServe

Nebraska

User Details

Create a Nebraska benefits accounts.

If you already have an ACCESSNebraska account, you can use your existing account info
to log in. Don't have an account? An account will let you save a draft of your application,

view your current benefits, manage renewal and registration, and update your household
info. If you have trouble logging in, visit the Frequently Asked Questions page.

Credentials

Username / Nombre de usuario

‘ P_neb ‘

New Password / Nueva contrasefia

Show password

Confirm New Password / Confirmar nueva contrasefia

Show password

Data Elements Involved

The following data elements are involved with this component.
Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved
The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions

This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).



Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these
questions to verify your identity. We recommend your answers be one word for simplicity.

Security Question #1 / Pregunta de Seguridad #1

| What is your mother's maiden name? v‘

Answer to question #1 / Respuesta a |a pregunta #1

Security Question #2 / Pregunta de Seguridad #2

| In what city were you born? v‘

Answer to question #2 / Respuesta a la pregunta #2

Security Question #3 / Pregunta de Seguridad #3

| What is your favorite pet's name? v‘

Answer to question #3 / Respuesta a la pregunta #3

| |

This is a government computer system

Unauthorized access, use, misuse, or modification of this computer system or of the data contained herein or in transit to/from this system constitutes a violation of Title 18, United States Code, Section 1030, and may subject the
individual to Criminal and Civil penalties pursuant to Title 26, United States Code, Sections 7213(A), 7213A (the Taxpayer Browsing Protection Act), 7431 and Health Insurance Portability and Accountability Act of 1996. If monitering
reveals possible evidence of criminal activity, such evidence may be provided to Law Enforcement Personnel. Additional information may be found at the Nebraska DHHS System Website Disclaimer under 'Disclaimer’.

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None

Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design



iServe

Nebraska

User Details
Please provide the following details.

Please select your preferred MFA
method

Phone

Email

-

This is a government computer system.

Unauthorized access, use, misuse, or modification of this computer system or of the data contained herein or in transit to/from this system constitutes a violation of Title 18, United States Code, Section 1030, and may subject the
individual to Criminal and Civil penalties pursuant to Title 26, United States Code, Sections 7213(A), 7213A (the Taxpayer Browsing Protection Act), 7431 and Health Insurance Portability and Accountability Act of 1996. If monitoring
reveals possible evidence of criminal activity, such evidence may be provided to Law Enforcement Personnel. Additional information may be found at the Nebraska DHHS System Website Disclaimer under 'Disclaimer’.
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Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ = Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

rONPE

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperability Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element ' Description

None

Action Involved
The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2. Sign Up - Invokes the Sign Up process (Sign Up Page opens).
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:
a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)
4. IfMR=0
a. Text = "Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.
5. MR >0and APP >0
a. Text ="Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."
b. Button label = "Manage consent for applications"
6. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid
Digital Registration - Step 1 Page opens.
7. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF MVP

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. None.



Medicaid Digital Registration

ID.me Registration - Step 1

This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me. (This
will be an ID.me webpage where user validates with ID.me). We will show the info we get back from ID.me to the User so they can confirm and move
further.

Diagram or Screen Design

€ Back

Digital Registration Step 1

First Name

= \

Last Name

e \

Email

‘ jehn@nebraskz.gev ‘

Social Security Humber

Date Of Birth

‘ 07/23/1980 ‘

Current Residential Address

[esmmnin \

city

Lincon ‘

Personal Telephone Number

12233

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

UuID Unique identifier from 1D.me (not viewed on page)

Email Read only view of the email address

First Name Read only view of the first name of the Medicaid member
Middle Name Read only view of the middle name of the Medicaid member
Last Name Read only view of the last name of the Medicaid member
Birth Date Read only view of the date of birth of the Medicaid member

Social Security Number = Read only view of the SSN of the Medicaid member

Address Read only view of the address of the Medicaid member
Phone Read only view of the phone number of the Medicaid member
Medicaid 1D The Medicaid identifier entered by the user

Action Involved

The following actions are involved with this component.



1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their
verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.

DHHS / ID.me Data Flow

CREKS Vadily with
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- -
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- Sign Up 5 & naw menibar who would complate the
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o release daka
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Mote: This i & smplified overvses of he progess. The exacl dala Bow would depend on the protocol selecled
{CHwith, SAML, HDC). Encryplion/'decryption is not depicted but is requined

Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.
Constraints or Limitations

1. ID.me OpenID Connect Integration provides integration guidance (see Reference section of this document.
Medicaid Digital Registration - Step 2
This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design
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Digital Registration Step 2

Medicaid ID

D By checking this box, you certify that the information you
listed above is true and complete to the best of your
knowledge

D By checking this box, you agree to the rules and regulations
regarding use of this site. Please view the Online Service
and Web Confidentiality Agreements here. You must accept
the agreements to continue with registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Launch ID.me This button launches the ID.me identity verification process.

Action Involved
The following actions are involved with this component.
1. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.
2. The Medicaid member enters their Medicaid ID.
3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer

y Member Identity API).
4. The Medicaid member has the option to cancel out of the linking process.

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations

1. None.

Medicaid Digital Registration - Feed Back Response

This page shows that request has been submitted and someone will verify.



Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI (not displayed to user)
MEMBER_B2C_ID UUID from the identity verification services

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 | The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE2 ' The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved
The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. None.

Insert Member Identity API

This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design
<No Diagram>
Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.



IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API

This API performs a member lookup against the MMIS database.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.
Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.

SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.

Action Involved
The following actions are involved with this component:

1. None.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent



Manage Consent List Page
This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this

listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application
registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design
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Manage Consent

Active

The following provides a list of licati that you have authorized to access you Medicaid data. You can revoke access for applications you no longer wish to

g
share your information here.

Application ID Application Name Organization Last Updated Actions
1001 Blue Button NE BCBS Nebraska 01/01/2022
1002 MyHealth United Health 12/31/2021 Revoke

1003 ConnectedHealth Jhon Smith 10/18/2021

< Back

Manage Consent

Active

The following applications no lenger have to access your Medicaid data.

Application ID Application Name Organization Last Updated Actions
2001 Blue Button NE1 BCBS Nebraska 12/23/2021
2002 Blue Button NE2 BCBS Nebraska 12/21/2021
2003 MyHealth1 United Health 10/19/2021
2004 MyHealth2 United Health 10/19/2021

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
Application ID identifier of the application

Application Name = The name of the application

Organization The organization providing the application
Last Updated Last Modified Date
Actions It is a Button for Converting Application to Active/ Inactive state

Action Involved
The following actions are involved with this component.
1. The user will be able to revoke consent of an application.

2. The user must verify revoking of consent with a second dialog box.
3. The system will retain the date / time and the user ID of the user revoking consent.



4. The user will be able to re-activate an application.
5. Active toggle button for show the active / Inactive Application Information in the table

Component-Specific Non-Functional Requirements
Constraints or Limitations

User Administration -  worearroruve

User Administration List Page -  norrartoFmve
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User Administration List
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Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers = List of identifiers from MMIS

Actions Involved
The following actions are involved with this component.

1. Show listing of users
2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To
3. Allow selecting of one or more users to perform bulk operations
4. Bulk operations provided:
a. De-Activate User
b. Delete User

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Details -  notparT oF mve
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User Details
User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:

Consented To:

Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers List of identifiers from MMIS

User Applications Consented To | List of applications the user has consented
Created Date Created date of user record

Modified Date Date when the user record was last modified

Action Involved
The following actions are involved with this component.
1. Revoke consent for a selected application
2. Set user password
3. Update user details:
a. User Name
b. User First Name

c. User Last Name
d. User Email

Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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® 5.1.3 B2C Multi-Factor Authentication
® 5.1.3.1 Data Elements Involved
® 5.1.3.2 Action Involved
® 5.1.3.3 Constraints or Limitations
® 5.1.4 Medicaid Member Home Page
® 5.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS
Interoperablllty Home Page (see App Registration Design).
5.1.5.1 Diagram or Screen Design
® 5.1.5.2 Data Elements Involved
® 5.1.5.3 Action Involved
® 5.1.5.4 Component-Specific Non-Functional Requirements
® 5.1.5.5 Constraints or Limitations
® 5.2 Medicaid Digital Registration
® 5.2.1 ID.me Registration - Step 1
® 5.2.1.1 Data Elements Involved
® 5.2.1.2 Action Involved
® 5.2.1.3 Component-Specific Non-Functional Requirements
® 5.2.1.4 Constraints or Limitations
® 5.2.2 Medicaid Digital Registration - Step 2
® 5.2.2.1 Diagram or Screen Design
® 5.2.2.2 Action Involved
® 5.2.2.3 Component-Specific Non-Functional Requirements
® 5.2.2.4 Constraints or Limitations
® 523 Medlcald Digital Registration - Feed Back Response
5.2.3.1 Diagram or Screen Design
® 5.2.3.2 Data Elements Involved
® 5.2.3.3 Action Involved
® 5.2.3.4 Component-Specific Non-Functional Requirements
® 5.2.3.5 Constraints or Limitations
® 5.2.4 Insert Member Identity API
® 5.2.4.1 Diagram or Screen Design
® 5.2.4.2 Data Elements Involved
® 5.2.4.3 Action Involved
® 5.2.4.4 Component-Specific Non-Functional Requirements
® 5.2.4.5 Constraints or Limitations
® 5.2.5 Query Member Identity API
® 5.2.5.1 Data Elements Involved
® 5.2.5.2 Action Involved
® 5.2.5.3 Component-Specific Non-Functional Requirements
® 5.2.5.4 Constraints or Limitations
® 5.3 Manage Consent
® 531 Manage Consent List Page
5.3.1.1 Diagram or Screen Design
® 5.3.1.2 Data Elements Involved
® 5.3.1.3 Action Involved
® 5.3.1.4 Component-Specific Non-Functional Requirements
® 5.3.1.5 Constraints or Limitations
® 5.4 User Administration - NOT PART OF MVP
® 5.4.1 User Administration List Page - NOT PART OF MVP
5.4.1.1 Diagram or Screen Design
5.4.1.2
5.4.1.3 Data Elements Involved
5.4.1.4 Actions Involved



® 5.4.1.5 Component-Specific Non-Functional Requirements
® 5.4.1.6 Constraints or Limitations
5.4.2 User Details - NOT PART OF MVP
® 5.4.2.1 Diagram or Screen Design
® 5422
® 5.4.2.3 Data Elements Involved
® 5.4.2.4 Component-Specific Non-Functional Requirements
® 5.4.2.5 Constraints or Limitations

6 Non-Functional Requirements
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8 Scope

9 Reference Materials and Documents
10 Functional Design

® 10.1 Navigation Overview

® 10.2 Actors or Personas Involved
11 System Pages or Components

® 11.1 Sign In/ Sign Up

11.1.1 B2C Sign In
11.1.1.1 Diagram or Screen Design
11.1.1.2 Data Elements Involved
11.1.1.3 Action Involved
11.1.1.4 Component-Specific Non-Functional Requirements
11.1.1.5 Constraints or Limitations
11.1.2 B2C Sign Up
11.1.2.1 Diagram or Screen Design
11.1.2.2 Data Elements Involved
11.1.2.3 Action Involved
11.1.2.4 Component-Specific Non-Functional Requirements
11.1.2.5 Constraints or Limitations
11.1.2.6 B2C Security Questions
11.1.2.7 Diagram or Screen Design
11.1.2.8 Data Elements Involved
11.1.2.9 Action Involved
11.1.2.10 Constraints or Limitations
11.1.3 B2C Multi-Factor Authentication
¢ 11.1.3.1 Data Elements Involved
® 11.1.3.2 Action Involved
® 11.1.3.3 Constraints or Limitations
11.1.4 Medicaid Member Home Page
11.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS Interoperabilty
Home Page (see App Registration Design).
11.1.5.1 Diagram or Screen Design
11.1.5.2 Data Elements Involved
11.1.5.3 Action Involved
11.1.5.4 Component-Specific Non-Functional Requirements
® 11.1.5.5 Constraints or Limitations

® 11.2 Medicaid Digital Registration

11.2.1 ID.me Registration - Step 1
® 11.2.1.1 Data Elements Involved
® 11.2.1.2 Action Involved
® 11.2.1.3 Component-Specific Non-Functional Requirements
® 11.2.1.4 Constraints or Limitations
11.2.2 Medicaid Digital Registration - Step 2
11.2.2.1 Diagram or Screen Design
11.2.2.2 Data Elements Involved
11.2.2.3 Action Involved
11.2.2.4 Component-Specific Non-Functional Requirements
11.2.2.5 Constraints or Limitations
11.2.3 Medicaid Digital Registration - Feed Back Page
11.2.3.1 Diagram or Screen Design
11.2.3.2 Data Elements Involved
11.2.3.3 Action Involved
11.2.3.4 Component-Specific Non-Functional Requirements
® 11.2.3.5 Constraints or Limitations
11.2.4 Insert Member Identity API
11.2.4.1 Diagram or Screen Design
11.2.4.2 Data Elements Involved
11.2.4.3 Action Involved
11.2.4.4 Component-Specific Non-Functional Requirements
11.2.4.5 Constraints or Limitations
11.2.5 Query Member Identity API
11.2.5.1 Data Elements Involved
11.2.5.2 Action Involved
11.2.5.3 Component-Specific Non-Functional Requirements
® 11.2.5.4 Constraints or Limitations

® 11.3 Manage Consent

11.3.1 Manage Consent List Page
® 11.3.1.1 Diagram or Screen Design



® 11.3.1.2 Data Elements Involved
® 11.3.1.3 Action Involved
® 11.3.1.4 Component-Specific Non-Functional Requirements
® 11.3.1.5 Constraints or Limitations
® 11.4 User Administration - NOT PART OF MVP
® 11.4.1 User Administration List Page - NOT PART OF MVP
11.4.1.1 Diagram or Screen Design
11.4.1.2
11.4.1.3 Data Elements Involved
11.4.1.4 Actions Involved
11.4.1.5 Component-Specific Non-Functional Requirements
11.4.1.6 Constraints or Limitations
® 11.4.2 User Details - NOT PART OF MVP
11.4.2.1 Diagram or Screen Design
11.4.2.2
11.4.2.3 Data Elements Involved
11.4.2.4 Component-Specific Non-Functional Requirements
® 11.4.2.5 Constraints or Limitations
12 Non-Functional Requirements
13 Table of Contents
14 Scope
15 Reference Materials and Documents
16 Functional Design
® 16.1 Navigation Overview
® 16.2 Actors or Personas Involved
17 System Pages or Components
® 17.1 Sign In/ Sign Up
® 17.1.1B2C Sign In
17.1.1.1 Diagram or Screen Design
17.1.1.2 Data Elements Involved
17.1.1.3 Action Involved
17.1.1.4 Component-Specific Non-Functional Requirements
17.1.1.5 Constraints or Limitations
® 17.1.2 B2C Sign Up
17.1.2.1 Diagram or Screen Design
17.1.2.2 Data Elements Involved
17.1.2.3 Action Involved
17.1.2.4 Component-Specific Non-Functional Requirements
17.1.2.5 Constraints or Limitations
17.1.2.6 B2C Security Questions
17.1.2.7 Diagram or Screen Design
17.1.2.8 Data Elements Involved
17.1.2.9 Action Involved
17.1.2.10 Constraints or Limitations
® 17.1.3 B2C Multi-Factor Authentication
® 17.1.3.1 Data Elements Involved
® 17.1.3.2 Action Involved
® 17.1.3.3 Constraints or Limitations
® 17.1.4 Medicaid Member Home Page

® 17.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS

Interoperability Home Page (see App Registration Design).
® 17.1.5.1 Diagram or Screen Design
® 17.1.5.2 Data Elements Involved
® 17.1.5.3 Action Involved
® 17.1.5.4 Component-Specific Non-Functional Requirements
® 17.1.5.5 Constraints or Limitations
® 17.2 Medicaid Digital Registration
® 17.2.1ID.me Registration - Step 1
® 17.2.1.1 Data Elements Involved
® 17.2.1.2 Action Involved
® 17.2.1.3 Component-Specific Non-Functional Requirements
® 17.2.1.4 Constraints or Limitations
® 17.2.2 Medicaid Digital Registration - Step 2
17.2.2.1 Diagram or Screen Design
17.2.2.2 Data Elements Involved
17.2.2.3 Action Involved
17.2.2.4 Component-Specific Non-Functional Requirements
17.2.2.5 Constraints or Limitations
® 17.2.3 Medicaid Digital Registration - Feed Back Response
17.2.3.1 Diagram or Screen Design
17.2.3.2 Data Elements Involved
17.2.3.3 Action Involved
17.2.3.4 Component-Specific Non-Functional Requirements
® 17.2.3.5 Constraints or Limitations
® 17.2.4 Insert Member Identity API
® 17.2.4.1 Diagram or Screen Design
® 17.2.4.2 Data Elements Involved
® 17.2.4.3 Action Involved



® 17.2.4.4 Component-Specific Non-Functional Requirements
® 17.2.4.5 Constraints or Limitations
® 17.2.5 Query Member Identity API
® 17.2.5.1 Data Elements Involved
® 17.2.5.2 Action Involved
® 17.2.5.3 Component-Specific Non-Functional Requirements
® 17.2.5.4 Constraints or Limitations
® 17.3 Manage Consent
® 17.3.1 Manage Consent List Page
17.3.1.1 Diagram or Screen Design
17.3.1.2 Data Elements Involved
17.3.1.3 Action Involved
17.3.1.4 Component-Specific Non-Functional Requirements
® 17.3.1.5 Constraints or Limitations
® 17.4 User Administration - NOT PART OF MVP
® 17.4.1 User Administration List Page - NOT PART OF MVP
17.4.1.1 Diagram or Screen Design
17.4.1.2
17.4.1.3 Data Elements Involved
17.4.1.4 Actions Involved
17.4.1.5 Component-Specific Non-Functional Requirements
17.4.1.6 Constraints or Limitations
® 17.4.2 User Details - NOT PART OF MVP
17.4.2.1 Diagram or Screen Design
17.4.2.2
17.4.2.3 Data Elements Involved
17.4.2.4 Component-Specific Non-Functional Requirements
® 17.4.2.5 Constraints or Limitations
18 Non-Functional Requirements
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20 Scope
21 Reference Materials and Documents
22 Functional Design
® 22.1 Navigation Overview
® 22.2 Actors or Personas Involved
23 System Pages or Components
® 23.1 Sign In/ Sign Up
® 23.1.1B2C Sign In
23.1.1.1 Diagram or Screen Design
23.1.1.2 Data Elements Involved
23.1.1.3 Action Involved
23.1.1.4 Component-Specific Non-Functional Requirements
23.1.1.5 Constraints or Limitations
® 23.1.2 B2C Sign Up
23.1.2.1 Diagram or Screen Design
23.1.2.2 Data Elements Involved
23.1.2.3 Action Involved
23.1.2.4 Component-Specific Non-Functional Requirements
23.1.2.5 Constraints or Limitations
23.1.2.6 B2C Security Questions
23.1.2.7 Diagram or Screen Design
23.1.2.8 Data Elements Involved
23.1.2.9 Action Involved
23.1.2.10 Constraints or Limitations
® 23.1.3 B2C Multi-Factor Authentication
® 23.1.3.1 Data Elements Involved
® 23.1.3.2 Action Involved
® 23.1.3.3 Constraints or Limitations
® 23.1.4 Medicaid Member Home Page
® 23.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS Interoperabilty
Home Page (see App Registration Design).
23.1.5.1 Diagram or Screen Design
23.1.5.2 Data Elements Involved
23.1.5.3 Action Involved
23.1.5.4 Component-Specific Non-Functional Requirements
23.1.5.5 Constraints or Limitations
® 23.2 Medicaid Digital Registration
® 23.2.1 ID.me Registration - Step 1
® 23.2.1.1 Data Elements Involved
® 23.2.1.2 Action Involved
® 23.2.1.3 Component-Specific Non-Functional Requirements
® 23.2.1.4 Constraints or Limitations
® 23.2.2 Medicaid Digital Registration - Step 2
23.2.2.1 Diagram or Screen Design
23.2.2.2 Data Elements Involved
23.2.2.3 Action Involved
23.2.2.4 Component-Specific Non-Functional Requirements
23.2.2.5 Constraints or Limitations



® 23.2.3 Medicaid Digital Registration - Feed Back Page
23.2.3.1 Diagram or Screen Design
23.2.3.2 Data Elements Involved
23.2.3.3 Action Involved
23.2.3.4 Component-Specific Non-Functional Requirements
® 23.2.3.5 Constraints or Limitations
® 23.2.4 Insert Member Identity API
® 23.2.4.1 Diagram or Screen Design
® 23.2.4.2 Data Elements Involved
® 23.2.4.3 Action Involved
® 23.2.4.4 Component-Specific Non-Functional Requirements
® 23.2.4.5 Constraints or Limitations
® 23.2.5 Query Member Identity API
® 23.2.5.1 Data Elements Involved
® 23.2.5.2 Action Involved
® 23.2.5.3 Component-Specific Non-Functional Requirements
® 23.2.5.4 Constraints or Limitations
® 23.3 Manage Consent
® 23.3.1 Manage Consent List Page
23.3.1.1 Diagram or Screen Design
23.3.1.2 Data Elements Involved
23.3.1.3 Action Involved
23.3.1.4 Component-Specific Non-Functional Requirements
® 23.3.1.5 Constraints or Limitations
® 23.4 User Administration - NOT PART OF MVP
® 23.4.1 User Administration List Page - NOT PART OF MVP
23.4.1.1 Diagram or Screen Design
234.1.2
23.4.1.3 Data Elements Involved
23.4.1.4 Actions Involved
23.4.1.5 Component-Specific Non-Functional Requirements
23.4.1.6 Constraints or Limitations
® 23.4.2 User Details - NOT PART OF MVP
23.4.2.1 Diagram or Screen Design
234.2.2
23.4.2.3 Data Elements Involved
23.4.2.4 Component-Specific Non-Functional Requirements
® 23.4.2.5 Constraints or Limitations
24 Non-Functional Requirements
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26 Scope
27 Reference Materials and Documents
28 Functional Design
® 28.1 Navigation Overview
® 28.2 Actors or Personas Involved
29 System Pages or Components
® 29.1 Sign In/ Sign Up
® 29.1.1B2C Sign In
29.1.1.1 Diagram or Screen Design
29.1.1.2 Data Elements Involved
29.1.1.3 Action Involved
29.1.1.4 Component-Specific Non-Functional Requirements
29.1.1.5 Constraints or Limitations
® 29.1.2 B2C Sign Up
29.1.2.1 Diagram or Screen Design
29.1.2.2 Data Elements Involved
29.1.2.3 Action Involved
29.1.2.4 Component-Specific Non-Functional Requirements
29.1.2.5 Constraints or Limitations
29.1.2.6 B2C Security Questions
29.1.2.7 Diagram or Screen Design
29.1.2.8 Data Elements Involved
29.1.2.9 Action Involved
29.1.2.10 Constraints or Limitations
® 29.1.3 B2C Multi-Factor Authentication
® 29.1.3.1 Data Elements Involved
® 29.1.3.2 Action Involved
® 29.1.3.3 Constraints or Limitations
® 29.1.4 Medicaid Member Home Page
® 29.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS
Interoperability Home Page (see App Registration Design).
® 29.1.5.1 Diagram or Screen Design
® 29.1.5.2 Data Elements Involved
® 29.1.5.3 Action Involved
® 29.1.5.4 Component-Specific Non-Functional Requirements
® 29.1.5.5 Constraints or Limitations
® 29.2 Medicaid Digital Registration
® 29.2.1 ID.me Registration - Step 1



29.2.1.1 Data Elements Involved

29.2.1.2 Action Involved

29.2.1.3 Component-Specific Non-Functional Requirements
29.2.1.4 Constraints or Limitations

29.2.2 Medicaid Digital Registration - Step 2

29.2.2.1 Diagram or Screen Design

29.2.2.2 Data Elements Involved

29.2.2.3 Action Involved

29.2.2.4 Component-Specific Non-Functional Requirements
29.2.2.5 Constraints or Limitations

29.2.3 Medicaid Digital Registration - Feed Back Response

29.2.3.1 Diagram or Screen Design

29.2.3.2 Data Elements Involved

29.2.3.3 Action Involved

29.2.3.4 Component-Specific Non-Functional Requirements
29.2.3.5 Constraints or Limitations

29.2.4 Insert Member Identity API

29.2.4.1 Diagram or Screen Design

® 29.2.4.2 Data Elements Involved

29.2.4.3 Action Involved
29.2.4.4 Component-Specific Non-Functional Requirements
29.2.4.5 Constraints or Limitations

29.2.5 Query Member Identity API

29.2.5.1 Data Elements Involved

29.2.5.2 Action Involved

29.2.5.3 Component-Specific Non-Functional Requirements
29.2.5.4 Constraints or Limitations

® 29.3 Manage Consent
® 29.3.1 Manage Consent List Page

29.3.1.1 Diagram or Screen Design

29.3.1.2 Data Elements Involved

29.3.1.3 Action Involved

29.3.1.4 Component-Specific Non-Functional Requirements
29.3.1.5 Constraints or Limitations

® 29.4 User Administration - NOT PART OF MVP
® 29.4.1 User Administration List Page - NOT PART OF MVP

29.4.1.1 Diagram or Screen Design

29.4.1.2

29.4.1.3 Data Elements Involved

29.4.1.4 Actions Involved

29.4.1.5 Component-Specific Non-Functional Requirements
29.4.1.6 Constraints or Limitations

® 29.4.2 User Details - NOT PART OF MVP

29.4.2.1 Diagram or Screen Design

29.4.2.2

29.4.2.3 Data Elements Involved

29.4.2.4 Component-Specific Non-Functional Requirements
29.4.2.5 Constraints or Limitations
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33 Reference Materials and Documents
34 Functional Design
® 34.1 Navigation Overview

® 34.2 Actors or Personas Involved
35 System Pages or Components
® 35.1 Sign In/ Sign Up
® 35.1.1B2C Sign In

35.1.1.1 Diagram or Screen Design

35.1.1.2 Data Elements Involved

35.1.1.3 Action Involved

35.1.1.4 Component-Specific Non-Functional Requirements
35.1.1.5 Constraints or Limitations

* 35.1.2 B2C Sign Up

35.1.2.1 Diagram or Screen Design

35.1.2.2 Data Elements Involved

35.1.2.3 Action Involved

35.1.2.4 Component-Specific Non-Functional Requirements
35.1.2.5 Constraints or Limitations

35.1.2.6 B2C Security Questions

35.1.2.7 Diagram or Screen Design

35.1.2.8 Data Elements Involved

35.1.2.9 Action Involved

35.1.2.10 Constraints or Limitations

® 35.1.3 B2C Multi-Factor Authentication

35.1.3.1 Data Elements Involved
35.1.3.2 Action Involved
35.1.3.3 Constraints or Limitations

® 35.1.4 Medicaid Member Home Page



® 35.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS Interoperabilty
Home Page (see App Registration Design).
35.1.5.1 Diagram or Screen Design
35.1.5.2 Data Elements Involved
35.1.5.3 Action Involved
35.1.5.4 Component-Specific Non-Functional Requirements
35.1.5.5 Constraints or Limitations
® 35.2 Medicaid Digital Registration
® 35.2.1 ID.me Registration - Step 1
® 35.2.1.1 Data Elements Involved
® 35.2.1.2 Action Involved
® 35.2.1.3 Component-Specific Non-Functional Requirements
® 35.2.1.4 Constraints or Limitations
® 35.2.2 Medicaid Digital Registration - Step 2
35.2.2.1 Diagram or Screen Design
35.2.2.2 Data Elements Involved
35.2.2.3 Action Involved
35.2.2.4 Component-Specific Non-Functional Requirements
35.2.2.5 Constraints or Limitations
® 35.2.3 Medicaid Digital Registration - Feed Back Page
35.2.3.1 Diagram or Screen Design
35.2.3.2 Data Elements Involved
35.2.3.3 Action Involved
35.2.3.4 Component-Specific Non-Functional Requirements
35.2.3.5 Constraints or Limitations
® 35.2.4 Insert Member Identity API
35.2.4.1 Diagram or Screen Design
35.2.4.2 Data Elements Involved
35.2.4.3 Action Involved
35.2.4.4 Component-Specific Non-Functional Requirements
35.2.4.5 Constraints or Limitations
® 35.2.5 Query Member Identity API
® 35.2.5.1 Data Elements Involved
® 35.2.5.2 Action Involved
® 35.2.5.3 Component-Specific Non-Functional Requirements
® 35.2.5.4 Constraints or Limitations
® 35.3 Manage Consent
® 35.3.1 Manage Consent List Page
35.3.1.1 Diagram or Screen Design
35.3.1.2 Data Elements Involved
35.3.1.3 Action Involved
35.3.1.4 Component-Specific Non-Functional Requirements
35.3.1.5 Constraints or Limitations
® 35.4 User Administration - NOT PART OF MVP
® 35.4.1 User Administration List Page - NOT PART OF MVP
35.4.1.1 Diagram or Screen Design
354.1.2
35.4.1.3 Data Elements Involved
35.4.1.4 Actions Involved
35.4.1.5 Component-Specific Non-Functional Requirements
35.4.1.6 Constraints or Limitations
® 35.4.2 User Details - NOT PART OF MVP
35.4.2.1 Diagram or Screen Design
35.4.2.2
35.4.2.3 Data Elements Involved
35.4.2.4 Component-Specific Non-Functional Requirements
35.4.2.5 Constraints or Limitations
36 Non-Functional Requirements
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40 Functional Design
® 40.1 Navigation Overview
® 40.2 Actors or Personas Involved
41 System Pages or Components
® 41.1 Sign In/ Sign Up
® 41.1.1B2C Sign In
41.1.1.1 Diagram or Screen Design
41.1.1.2 Data Elements Involved
41.1.1.3 Action Involved
41.1.1.4 Component-Specific Non-Functional Requirements
41.1.1.5 Constraints or Limitations
® 41.1.2 B2C Sign Up
41.1.2.1 Diagram or Screen Design
41.1.2.2 Data Elements Involved
41.1.2.3 Action Involved
41.1.2.4 Component-Specific Non-Functional Requirements
41.1.2.5 Constraints or Limitations



41.1.2.6 B2C Security Questions
41.1.2.7 Diagram or Screen Design
41.1.2.8 Data Elements Involved
41.1.2.9 Action Involved
41.1.2.10 Constraints or Limitations
® 41.1.3 B2C Multi-Factor Authentication
® 41.1.3.1 Data Elements Involved
® 41.1.3.2 Action Involved
® 41.1.3.3 Constraints or Limitations
® 41.1.4 Medicaid Member Home Page
® 41.1.5 This page provides the home page for Medicaid members. This page can be published as a standalone page and
published as a part of the DHHS Member communications process. It can also be launched from the CMS
Interoperability Home Page (see App Registration Design).
® 41.1.5.1 Diagram or Screen Design
® 41.1.5.2 Data Elements Involved
® 41.1.5.3 Action Involved
® 41.1.5.4 Component-Specific Non-Functional Requirements
® 41.1.5.5 Constraints or Limitations
® 41.2 Medicaid Digital Registration
® 41.2.1 ID.me Registration - Step 1
® 41.2.1.1 Data Elements Involved
® 41.2.1.2 Action Involved
® 41.2.1.3 Component-Specific Non-Functional Requirements
® 41.2.1.4 Constraints or Limitations
® 41.2.2 Medicaid Digital Registration - Step 2
41.2.2.1 Diagram or Screen Design
41.2.2.2 Data Elements Involved
41.2.2.3 Action Involved
41.2.2.4 Component-Specific Non-Functional Requirements
41.2.2.5 Constraints or Limitations
® 41.2.3 Medicaid Digital Registration - Feed Back Response
41.2.3.1 Diagram or Screen Design
41.2.3.2 Data Elements Involved
41.2.3.3 Action Involved
41.2.3.4 Component-Specific Non-Functional Requirements
® 41.2.3.5 Constraints or Limitations
® 41.2.4 Insert Member Identity API
® 41.2.4.1 Diagram or Screen Design
® 41.2.4.2 Data Elements Involved
41.2.4.3 Action Involved
41.2.4.4 Component-Specific Non-Functional Requirements
41.2.4.5 Constraints or Limitations
® 41.2.5 Query Member Identity API
41.2.5.1 Data Elements Involved
41.2.5.2 Action Involved
41.2.5.3 Component-Specific Non-Functional Requirements
® 41.2.5.4 Constraints or Limitations
® 41.3 Manage Consent
® 41.3.1 Manage Consent List Page
41.3.1.1 Diagram or Screen Design
41.3.1.2 Data Elements Involved
41.3.1.3 Action Involved
41.3.1.4 Component-Specific Non-Functional Requirements
® 41.3.1.5 Constraints or Limitations
® 41.4 User Administration - NOT PART OF MVP
® 41.4.1 User Administration List Page - NOT PART OF MVP
41.4.1.1 Diagram or Screen Design
414.1.2
41.4.1.3 Data Elements Involved
41.4.1.4 Actions Involved
41.4.1.5 Component-Specific Non-Functional Requirements
41.4.1.6 Constraints or Limitations
® 41.4.2 User Details - NOT PART OF MVP
41.4.2.1 Diagram or Screen Design
414.2.2
41.4.2.3 Data Elements Involved
41.4.2.4 Component-Specific Non-Functional Requirements
41.4.2.5 Constraints or Limitations
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46 Functional Design
® 46.1 Navigation Overview
® 46.2 Actors or Personas Involved
47 System Pages or Components
® 47.1 Sign In/ Sign Up
® 47.1.1B2C SignIn
® 47.1.1.1 Diagram or Screen Design



® 47.1.1.2 Data Elements Involved
® 47.1.1.3 Action Involved
® 47.1.1.4 Component-Specific Non-Functional Requirements
® 47.1.1.5 Constraints or Limitations
® 47.1.2 B2C Sign Up
47.1.2.1 Diagram or Screen Design
47.1.2.2 Data Elements Involved
47.1.2.3 Action Involved
47.1.2.4 Component-Specific Non-Functional Requirements
47.1.2.5 Constraints or Limitations
47.1.2.6 B2C Security Questions
47.1.2.7 Diagram or Screen Design
47.1.2.8 Data Elements Involved
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. 1D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files

@ |[B2Clogin |—Check user properties

MFA Registration Flag
@' MFA Registration
JWT Taoken T
'+ Medicaid Member

@ Home Page
!

Landing page primary text
varies based on user
properties:

1. Medicaid registration
status (MR)

2. # of applications consented
by the user (APP)

"-?\ [—4 MR =YESAND
#£| MR=No _P'E_ APP 3D

Mt
— - @ Program Information

i‘;‘;eluwme. Joim_l

Your account is currently not linked with Medicaid. Doing so will
allow you to view your Medicaid history and information on

r Mo
‘Welcome, John! e @ Reguest Support

Your sccount is curmently linked with Medicaid.

Medicald 1D: 123456789

applications you authorize.

Date of Birth: 6/23/1974
Last fouwr digits of your 55M; 0909

Link your accownt with Medicaid Wou have authorined applieations o that you can visw your Madicaid
hittory and information. You can manage consent. meaning authorite or de-
autharice applications for you to use to view your Medicald history and
indormation.
Mansge comsent fer applkations
@ | Manage Consent List
@_] ID.me services
[ ID.me Registration — =
.@. Step 1 — &1 Insert Member Identity
L -
[ -1 Medicaid Registration —
| @ | Step2 Key
o Member APl [
'+ Medicaid Registration — @_I EUliEH ' Secure Pages— Login
@ Step 3 @ Required
— | Non-Secure Pages
\_p @ Submit | @ |
el IBM ACE data
‘ store
React.js local data
Link Information store

@ 4 APlInteraction

Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperabilty Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR =0

a. Text = "Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. If MR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"”

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF mvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations



1. None.

Medicaid Digital Registration

ID.me Registration - Step 1

This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved

The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

ahON

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their

verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.
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o retlearse data

DHHS / ID.me Data Flow
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- -
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.

Constraints or Limitations

1. ID.me OpenlD Connect Integration provides integration guidance (see Reference section of this document.

Medicaid Digital Registration - Step 2



This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

uuID Unique identifier from ID.me (not viewed on page)

Email Read only view of the email address

First Name Read only view of the first name of the Medicaid member
Middle Name Read only view of the middle name of the Medicaid member
Last Name Read only view of the last name of the Medicaid member
Birth Date Read only view of the date of birth of the Medicaid member
Social Security Number Read only view of the SSN of the Medicaid member
Address Read only view of the address of the Medicaid member
Phone Read only view of the phone number of the Medicaid member
Medicaid 1D The Medicaid identifier entered by the user

Action Involved
The following actions are involved with this component.
1. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.
2. The Medicaid member enters their Medicaid ID.
3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer

y Member Identity API).
4. The Medicaid member has the option to cancel out of the linking process.

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations
1. None.
Medicaid Digital Registration - Feed Back Page
This page presents the feed back to the user saying that their request will be reviewed and a decision will be communicated.

Diagram or Screen Design



€ Back

You have successfully completed your digital registration. You can

now use approved third party applications to access your

Medicaid data.

Data Elements Involved

The following data elements are involved with this component.

Data Element
MEMBER_ID
MEMBER_B2C_ID
IDME_EMAIL
IDME_FIRSTNAME
IDME_MIDDLENAME
IDME_LASTNAME
IDME_DOB

IDME_SSN
IDME_USERADDRLNE1
IDME_USERADDRLNE2
IDME_USERADDRLNE3
IDME_USERADDRCITY
IDME_USERADDRST
IDME_USERADDRZIP

IDME_PHONE

Action Involved

Description

Internal Medicaid member's identifier generated by CMSI (not displayed to user)

UUID from the identity verification services

The email address for the Medicaid member provided by the identity verification services.
The first name for the Medicaid member provided by the identity verification services.
The middle name the Medicaid member provided by the identity verification services.
The last name for the Medicaid member provided by the identity verification services.
The date of birth for the Medicaid member provided by the identity verification services.
The SSN for the Medicaid member provided by the identity verification services.

The address line 1 for the Medicaid member provided by the identity verification services.
The address line 2 for the Medicaid member provided by the identity verification services.
The address line 3 for the Medicaid member provided by the identity verification services.
The city for the Medicaid member provided by the identity verification services.

The state for the Medicaid member provided by the identity verification services.

The zip code (5+4) for the Medicaid member provided by the identity verification services.

The phone number for the Medicaid member provided by the identity verification services.

The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.

Insert Member Identity API



This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved

The following actions are involved with this component:
1. None.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page
This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this

listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application
registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design
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Manage Consent

The following applications are currently authorized to access your data

Application D Application Name Last Updated Status Revoke Consent
AXTO012345  XXXXXXXXXXXXXX 11/23/2021 10:30 Active Revoke
AXTOD12346 YYYYYYYYYYYYYY 11/23/2021 10:30 Active Revoke

Title

€ > C A (locahost )
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Manage Consent

The following applications are currently authorized to access your data

Application ID Application Name Last Updated Status Revoke Consent
AXT0012345 XXXXXXXXA Confirmation Active Revoke
AXT0012346 YYYYYYYYY 'xxxxxxxxxxx' Application access will be | Active Revoke
revoked.
ok Cancel
itle
€ = C i (localhost )
Manage Consent () Active
Application ID Application Name Last Updated Status Consent
AXT0012345 XXHXXXXXKXXXXX 11/23/2021 10:30 Inactive Active
AXT0012347 2222222222222222222 11/23/2021 10:30 Inactive Active

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
Application ID identifier of the application
Application Name = The name of the application

Organization The organization providing the application



Action Involved
The following actions are involved with this component.

The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.
. The user will be able to re-activate an application.

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  noreartor wve

User Administration List Page -  notrarToFmve

Diagram or Screen Design

User Administration List
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Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved
The following actions are involved with this component.

1. Show listing of users
2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To
3. Allow selecting of one or more users to perform bulk operations
4. Bulk operations provided:
a. De-Activate User
b. Delete User

Component-Specific Non-Functional Requirements



Constraints or Limitations

User Details - norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password
3. Update user details:
a. User Name

b. User First Name
c. User Last Name
d.

User Email

Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. |D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files
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Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperability Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design

DEPT. OF HEALTH AND HUMAN SERVICES
¢ Back
Welcome to State of Nebraska's CMS Interoperability Member Portal.

Sign In Sign Up Documentation
Click here to complete the EEE Click here to create an i
process of registration with B P, Fccount with the State's Click hereto access
State Medicaid Program ™ / Authentication System information about the digital
registration process
|
| 25N :
N\ &

When the user successfully Sign In below screen is shown giving them a option to do a Digital registration



DEPT. OF HEALTH AND HUMAN SERVICES

¢ Back
Welcome to State of Nebraska's CMS Interoperability Member Portal.

Digital Registration Documentation

Create an account and
securely link your Medicaid

Cl )| account

- I
Click here to access

information about the digital
registration process

-

A\ ~

->

S -

When the user click on the Digital Registration then have to read our T&C , if they accept we will allow them to for Digital Registration



Consent

As a part of the Digital Registration, you are being redirected from the State of Nebraska site to ID.Me site for identity proofing. Once you have

completed your identity proofing, you will be required to provide your medicaid number to complete your digital registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR=0

a. Text ="Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. IfMR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF MvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations

1.

None.

Medicaid Digital Registration

ID.me Registration - Step 1



This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me. (This
will be an ID.me webpage where user validates with ID.me). We will show the info we get back from ID.me to the User so they can confirm and move
further.

Diagram or Screen Design

« Back

Digital Registration Step 1

First Name

o \

Last Name

Wick ‘

Email

Jehn@nsbrasks. gov ‘

Social Security Number

635792468 ‘

Date Of Birth

‘ 07/23/1980 ‘

Current Residential Address

‘ 2148 Glencoe hills Dr ‘

City

Lincon ‘

State

Personal Telephone Number

(256)-891-2233

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved
The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their
verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.

arwON



DHHS / ID.me Data Flow
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.
Constraints or Limitations

1. ID.me OpenID Connect Integration provides integration guidance (see Reference section of this document.
Medicaid Digital Registration - Step 2
This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design



< Back

Digital Registration Step 2

Medicaid ID

D By checking this box, you certify that the information you
listed above is true and complete to the best of your

knowledge

D By checking this box, you agree to the rules and regulations
regarding use of this site. Please view the Online Service

and Web Confidentiality Agreements here. You must accept
the agreements to continue with registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element

uuID

Email

First Name

Middle Name

Last Name

Birth Date

Social Security Number
Address

Phone

Medicaid 1D

Action Involved

Description

Unique identifier from ID.me (not viewed on page)

Read only view of the email address

Read only view of the first name of the Medicaid member
Read only view of the middle name of the Medicaid member
Read only view of the last name of the Medicaid member
Read only view of the date of birth of the Medicaid member
Read only view of the SSN of the Medicaid member

Read only view of the address of the Medicaid member

Read only view of the phone number of the Medicaid member

The Medicaid identifier entered by the user

The following actions are involved with this component.



. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.

. The Medicaid member enters their Medicaid ID.

3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer
y Member Identity API).

4. The Medicaid member has the option to cancel out of the linking process.

N

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations

1. None.

Medicaid Digital Registration - Feed Back Response

This page shows that request has been submitted and someone will verify.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI (not displayed to user)
MEMBER_B2C_ID UUID from the identity verification services

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 | The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved
The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.



Insert Member Identity API

This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved
The following actions are involved with this component:

1. None.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page

This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this
listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application

registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design

< Back

Manage Consent

The following provides a list of
share your information here.

Active

that you have authorized to access you Medicaid data. You can revoke access for applications you no longer wish to

Actions

Application ID Application Name Organization Last Updated
1001 Blue Button NE BCBS Nebraska 01/01/2022
1002 MyHealth United Health 12/31/2021
1003 ConnectedHealth Jhon Smith 10/18/2021
< Back

Manage Consent

The following applications no longer have to access your Medicaid data.

Revoke

=3

Active

Actions

Application ID Application Name Organization Last Updated
2001 Blue Button NE1 BCBS Nebraska 12/23/2021
2002 Blue Button NE2 BCBS Nebraska 12/21/2021
2003 MyHealth1 United Health 10/19/2021
2004 MyHealth2 United Health 10/19/2021

Data Elements Involved

The following data elements are involved with this component.



Data Element Description
Application ID identifier of the application

Application Name = The name of the application

Organization The organization providing the application
Last Updated Last Modified Date
Actions Itis a Button for Converting Application to Active/ Inactive state

Action Involved
The following actions are involved with this component.

. The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.

. The user will be able to re-activate an application.

. Active toggle button for show the active / Inactive Application Information in the table

O wWNPE

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  norrarrormve

User Administration List Page -  norrartoFmve

Diagram or Screen Design

User Administration List

S.No User Name First Name Last Name EMail Medicaid

O|0|0|Oo|0o|0o

<<<12345>>>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved

The following actions are involved with this component.



[N

. Show listing of users

2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To

AW

. Bulk operations provided:

a. De-Activate User

b. Delete User

. Allow selecting of one or more users to perform bulk operations

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Details - ot parT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password

3. Update user details:
a. User Name
b. User First Name
c. User Last Name
d. User Email



Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. 1D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files
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Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperabilty Home Page (see App Registration Design).

Diagram or Screen Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR =0

a. Text = "Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. If MR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"”

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF mvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations



1. None.

Medicaid Digital Registration

ID.me Registration - Step 1

This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved

The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

ahON

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their

verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.

User Signe Imar Sagns Up

werificalion process

o retlearse data

DHHS / ID.me Data Flow

Chcks Verily with
10 bt Slarts Session
- -

#  Signin s an alreagy verified 10.me member
®  Sign Up 5 & new meniber whi would complate the

. The firal stégp Maod Ball Sigm Sign Up & o consam

1D me sands DHHES the
Atribubes af tes waniflied

[HHS would connect the
Ubesr and the abiribubes

Hote: This i & empliied overves of he progess. The exacl dala Boa would dapend on the pralocol selecled
{hAwsth, SAML, SHDC). Encryplion/decryotion is not deplcied but is required

Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.

Constraints or Limitations

1. ID.me OpenlD Connect Integration provides integration guidance (see Reference section of this document.

Medicaid Digital Registration - Step 2



This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

uuID Unique identifier from ID.me (not viewed on page)

Email Read only view of the email address

First Name Read only view of the first name of the Medicaid member
Middle Name Read only view of the middle name of the Medicaid member
Last Name Read only view of the last name of the Medicaid member
Birth Date Read only view of the date of birth of the Medicaid member
Social Security Number Read only view of the SSN of the Medicaid member
Address Read only view of the address of the Medicaid member
Phone Read only view of the phone number of the Medicaid member
Medicaid 1D The Medicaid identifier entered by the user

Action Involved
The following actions are involved with this component.
1. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.
2. The Medicaid member enters their Medicaid ID.
3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer

y Member Identity API).
4. The Medicaid member has the option to cancel out of the linking process.

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations
1. None.
Medicaid Digital Registration - Feed Back Page
This page presents the feed back to the user saying that their request will be reviewed and a decision will be communicated.

Diagram or Screen Design



€ Back

You have successfully completed your digital registration. You can

now use approved third party applications to access your

Medicaid data.

Data Elements Involved

The following data elements are involved with this component.

Data Element
MEMBER_ID
MEMBER_B2C_ID
IDME_EMAIL
IDME_FIRSTNAME
IDME_MIDDLENAME
IDME_LASTNAME
IDME_DOB

IDME_SSN
IDME_USERADDRLNE1
IDME_USERADDRLNE2
IDME_USERADDRLNE3
IDME_USERADDRCITY
IDME_USERADDRST
IDME_USERADDRZIP

IDME_PHONE

Action Involved

Description

Internal Medicaid member's identifier generated by CMSI (not displayed to user)

UUID from the identity verification services

The email address for the Medicaid member provided by the identity verification services.
The first name for the Medicaid member provided by the identity verification services.
The middle name the Medicaid member provided by the identity verification services.
The last name for the Medicaid member provided by the identity verification services.
The date of birth for the Medicaid member provided by the identity verification services.
The SSN for the Medicaid member provided by the identity verification services.

The address line 1 for the Medicaid member provided by the identity verification services.
The address line 2 for the Medicaid member provided by the identity verification services.
The address line 3 for the Medicaid member provided by the identity verification services.
The city for the Medicaid member provided by the identity verification services.

The state for the Medicaid member provided by the identity verification services.

The zip code (5+4) for the Medicaid member provided by the identity verification services.

The phone number for the Medicaid member provided by the identity verification services.

The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.

Insert Member Identity API



This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved

The following actions are involved with this component:
1. None.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page
This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this

listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application
registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design



& D> e £ (Tocalhost )
(/ Active

Manage Consent

The following applications are currently authorized to access your data

Application D Application Name Last Updated Status Revoke Consent
AXTO012345  XXXXXXXXXXXXXX 11/23/2021 10:30 Active Revoke
AXTOD12346 YYYYYYYYYYYYYY 11/23/2021 10:30 Active Revoke

Title

€ > C A (locahost )
({y Active

Manage Consent

The following applications are currently authorized to access your data

Application ID Application Name Last Updated Status Revoke Consent
AXT0012345 XXXXXXXXA Confirmation Active Revoke
AXT0012346 YYYYYYYYY 'xxxxxxxxxxx' Application access will be | Active Revoke
revoked.
ok Cancel
itle
€ = C i (localhost )
Manage Consent () Active
Application ID Application Name Last Updated Status Consent
AXT0012345 XXHXXXXXKXXXXX 11/23/2021 10:30 Inactive Active
AXT0012347 2222222222222222222 11/23/2021 10:30 Inactive Active

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
Application ID identifier of the application
Application Name = The name of the application

Organization The organization providing the application



Action Involved
The following actions are involved with this component.

The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.
. The user will be able to re-activate an application.

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  norrartor wve

User Administration List Page -  notrarToFmve

Diagram or Screen Design

User Administration List

S.No User Name First Name Last Name EMail Medicaid

O|0|0|O|0|0o

<<<12345>>>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved
The following actions are involved with this component.

1. Show listing of users
2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To
3. Allow selecting of one or more users to perform bulk operations
4. Bulk operations provided:
a. De-Activate User
b. Delete User

Component-Specific Non-Functional Requirements



Constraints or Limitations

User Details - norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password
3. Update user details:
a. User Name

b. User First Name
c. User Last Name
d.

User Email

Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. |D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.
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https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files
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Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperability Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design
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Consent

As a part of the Digital Registration, you are being redirected from the State of Nebraska site to ID.Me site for identity proofing. Once you have

completed your identity proofing, you will be required to provide your medicaid number to complete your digital registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR=0

a. Text ="Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. IfMR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF MvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations

1.

None.

Medicaid Digital Registration

ID.me Registration - Step 1



This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me. (This
will be an ID.me webpage where user validates with ID.me). We will show the info we get back from ID.me to the User so they can confirm and move
further.

Diagram or Screen Design

« Back

Digital Registration Step 1

First Name

o \

Last Name

Wick ‘

Email

Jehn@nsbrasks. gov ‘

Social Security Number

635792468 ‘

Date Of Birth

‘ 07/23/1980 ‘

Current Residential Address

‘ 2148 Glencoe hills Dr ‘

City

Lincon ‘

State

Personal Telephone Number

(256)-891-2233

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved
The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their
verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.

arwON
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.
Constraints or Limitations

1. ID.me OpenID Connect Integration provides integration guidance (see Reference section of this document.
Medicaid Digital Registration - Step 2
This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design



< Back

Digital Registration Step 2

Medicaid ID

D By checking this box, you certify that the information you
listed above is true and complete to the best of your

knowledge

D By checking this box, you agree to the rules and regulations
regarding use of this site. Please view the Online Service

and Web Confidentiality Agreements here. You must accept
the agreements to continue with registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element

uuID

Email

First Name

Middle Name

Last Name

Birth Date

Social Security Number
Address

Phone

Medicaid 1D

Action Involved

Description

Unique identifier from ID.me (not viewed on page)

Read only view of the email address

Read only view of the first name of the Medicaid member
Read only view of the middle name of the Medicaid member
Read only view of the last name of the Medicaid member
Read only view of the date of birth of the Medicaid member
Read only view of the SSN of the Medicaid member

Read only view of the address of the Medicaid member

Read only view of the phone number of the Medicaid member

The Medicaid identifier entered by the user

The following actions are involved with this component.



. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.

. The Medicaid member enters their Medicaid ID.

3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer
y Member Identity API).

4. The Medicaid member has the option to cancel out of the linking process.

N

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations

1. None.

Medicaid Digital Registration - Feed Back Response

This page shows that request has been submitted and someone will verify.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI (not displayed to user)
MEMBER_B2C_ID UUID from the identity verification services

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 | The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved
The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.



Insert Member Identity API

This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved
The following actions are involved with this component:

1. None.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page

This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this
listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application

registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design

< Back

Manage Consent

The following provides a list of
share your information here.

Active

that you have authorized to access you Medicaid data. You can revoke access for applications you no longer wish to

Actions

Application ID Application Name Organization Last Updated
1001 Blue Button NE BCBS Nebraska 01/01/2022
1002 MyHealth United Health 12/31/2021
1003 ConnectedHealth Jhon Smith 10/18/2021
< Back

Manage Consent

The following applications no longer have to access your Medicaid data.

Revoke

=3

Active

Actions

Application ID Application Name Organization Last Updated
2001 Blue Button NE1 BCBS Nebraska 12/23/2021
2002 Blue Button NE2 BCBS Nebraska 12/21/2021
2003 MyHealth1 United Health 10/19/2021
2004 MyHealth2 United Health 10/19/2021

Data Elements Involved

The following data elements are involved with this component.



Data Element Description
Application ID identifier of the application

Application Name = The name of the application

Organization The organization providing the application
Last Updated Last Modified Date
Actions Itis a Button for Converting Application to Active/ Inactive state

Action Involved
The following actions are involved with this component.

. The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.

. The user will be able to re-activate an application.

. Active toggle button for show the active / Inactive Application Information in the table

O wWNPE

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  norrarror e

User Administration List Page -  norrartoFmve

Diagram or Screen Design

User Administration List

S.No User Name First Name Last Name EMail Medicaid

O|0|0|Oo|0o|0o

<<<12345>>>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved

The following actions are involved with this component.



[N

. Show listing of users

2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To

AW

. Bulk operations provided:

a. De-Activate User

b. Delete User

. Allow selecting of one or more users to perform bulk operations

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Details - norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password

3. Update user details:
a. User Name
b. User First Name
c. User Last Name
d. User Email



Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. 1D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files
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Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperabilty Home Page (see App Registration Design).

Diagram or Screen Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR =0

a. Text = "Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. If MR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"”

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF mvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations



1. None.

Medicaid Digital Registration

ID.me Registration - Step 1

This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved

The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

ahON

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their

verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.

Constraints or Limitations

1. ID.me OpenlD Connect Integration provides integration guidance (see Reference section of this document.

Medicaid Digital Registration - Step 2



This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

uuID Unique identifier from ID.me (not viewed on page)

Email Read only view of the email address

First Name Read only view of the first name of the Medicaid member
Middle Name Read only view of the middle name of the Medicaid member
Last Name Read only view of the last name of the Medicaid member
Birth Date Read only view of the date of birth of the Medicaid member
Social Security Number Read only view of the SSN of the Medicaid member
Address Read only view of the address of the Medicaid member
Phone Read only view of the phone number of the Medicaid member
Medicaid 1D The Medicaid identifier entered by the user

Action Involved
The following actions are involved with this component.
1. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.
2. The Medicaid member enters their Medicaid ID.
3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer

y Member Identity API).
4. The Medicaid member has the option to cancel out of the linking process.

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations
1. None.
Medicaid Digital Registration - Feed Back Page
This page presents the feed back to the user saying that their request will be reviewed and a decision will be communicated.

Diagram or Screen Design
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You have successfully completed your digital registration. You can

now use approved third party applications to access your

Medicaid data.

Data Elements Involved

The following data elements are involved with this component.

Data Element
MEMBER_ID
MEMBER_B2C_ID
IDME_EMAIL
IDME_FIRSTNAME
IDME_MIDDLENAME
IDME_LASTNAME
IDME_DOB

IDME_SSN
IDME_USERADDRLNE1
IDME_USERADDRLNE2
IDME_USERADDRLNE3
IDME_USERADDRCITY
IDME_USERADDRST
IDME_USERADDRZIP

IDME_PHONE

Action Involved

Description

Internal Medicaid member's identifier generated by CMSI (not displayed to user)

UUID from the identity verification services

The email address for the Medicaid member provided by the identity verification services.
The first name for the Medicaid member provided by the identity verification services.
The middle name the Medicaid member provided by the identity verification services.
The last name for the Medicaid member provided by the identity verification services.
The date of birth for the Medicaid member provided by the identity verification services.
The SSN for the Medicaid member provided by the identity verification services.

The address line 1 for the Medicaid member provided by the identity verification services.
The address line 2 for the Medicaid member provided by the identity verification services.
The address line 3 for the Medicaid member provided by the identity verification services.
The city for the Medicaid member provided by the identity verification services.

The state for the Medicaid member provided by the identity verification services.

The zip code (5+4) for the Medicaid member provided by the identity verification services.

The phone number for the Medicaid member provided by the identity verification services.

The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.

Insert Member Identity API



This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved

The following actions are involved with this component:
1. None.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page
This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this

listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application
registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design
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The following applications are currently authorized to access your data

Application D Application Name Last Updated Status Revoke Consent
AXTO012345  XXXXXXXXXXXXXX 11/23/2021 10:30 Active Revoke
AXTOD12346 YYYYYYYYYYYYYY 11/23/2021 10:30 Active Revoke

Title

€ > C A (locahost )
({y Active

Manage Consent

The following applications are currently authorized to access your data

Application ID Application Name Last Updated Status Revoke Consent
AXT0012345 XXXXXXXXA Confirmation Active Revoke
AXT0012346 YYYYYYYYY 'xxxxxxxxxxx' Application access will be | Active Revoke
revoked.
ok Cancel
itle
€ = C i (localhost )
Manage Consent () Active
Application ID Application Name Last Updated Status Consent
AXT0012345 XXHXXXXXKXXXXX 11/23/2021 10:30 Inactive Active
AXT0012347 2222222222222222222 11/23/2021 10:30 Inactive Active

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
Application ID identifier of the application
Application Name = The name of the application

Organization The organization providing the application



Action Involved
The following actions are involved with this component.

The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.
. The user will be able to re-activate an application.

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  noreartor wve

User Administration List Page -  notrartoFmve

Diagram or Screen Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved
The following actions are involved with this component.

1. Show listing of users
2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To
3. Allow selecting of one or more users to perform bulk operations
4. Bulk operations provided:
a. De-Activate User
b. Delete User

Component-Specific Non-Functional Requirements



Constraints or Limitations

User Details -  norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password
3. Update user details:
a. User Name

b. User First Name
c. User Last Name
d.

User Email

Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. |D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.
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Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperability Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design
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Consent

As a part of the Digital Registration, you are being redirected from the State of Nebraska site to ID.Me site for identity proofing. Once you have

completed your identity proofing, you will be required to provide your medicaid number to complete your digital registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR=0

a. Text ="Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. IfMR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF MvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations

1.

None.

Medicaid Digital Registration

ID.me Registration - Step 1



This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me. (This
will be an ID.me webpage where user validates with ID.me). We will show the info we get back from ID.me to the User so they can confirm and move
further.

Diagram or Screen Design

« Back

Digital Registration Step 1

First Name

o \

Last Name

Wick ‘

Email

Jehn@nsbrasks. gov ‘

Social Security Number

635792468 ‘

Date Of Birth

‘ 07/23/1980 ‘

Current Residential Address

‘ 2148 Glencoe hills Dr ‘

City

Lincon ‘

State

Personal Telephone Number

(256)-891-2233

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved
The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their
verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.

arwON
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.
Constraints or Limitations

1. ID.me OpenID Connect Integration provides integration guidance (see Reference section of this document.
Medicaid Digital Registration - Step 2
This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design



< Back

Digital Registration Step 2

Medicaid ID

D By checking this box, you certify that the information you
listed above is true and complete to the best of your

knowledge

D By checking this box, you agree to the rules and regulations
regarding use of this site. Please view the Online Service

and Web Confidentiality Agreements here. You must accept
the agreements to continue with registration.

Data Elements Involved

The following data elements are involved with this component.

Data Element

uuID

Email

First Name

Middle Name

Last Name

Birth Date

Social Security Number
Address

Phone

Medicaid 1D

Action Involved

Description

Unique identifier from ID.me (not viewed on page)

Read only view of the email address

Read only view of the first name of the Medicaid member
Read only view of the middle name of the Medicaid member
Read only view of the last name of the Medicaid member
Read only view of the date of birth of the Medicaid member
Read only view of the SSN of the Medicaid member

Read only view of the address of the Medicaid member

Read only view of the phone number of the Medicaid member

The Medicaid identifier entered by the user

The following actions are involved with this component.



. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.

. The Medicaid member enters their Medicaid ID.

3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer
y Member Identity API).

4. The Medicaid member has the option to cancel out of the linking process.

N

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations

1. None.

Medicaid Digital Registration - Feed Back Response

This page shows that request has been submitted and someone will verify.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI (not displayed to user)
MEMBER_B2C_ID UUID from the identity verification services

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 | The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved
The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.



Insert Member Identity API

This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved
The following actions are involved with this component:

1. None.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page

This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this
listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application

registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design

< Back

Manage Consent

The following provides a list of
share your information here.

Active

that you have authorized to access you Medicaid data. You can revoke access for applications you no longer wish to

Actions

Application ID Application Name Organization Last Updated
1001 Blue Button NE BCBS Nebraska 01/01/2022
1002 MyHealth United Health 12/31/2021
1003 ConnectedHealth Jhon Smith 10/18/2021
< Back

Manage Consent

The following applications no longer have to access your Medicaid data.

Revoke

=3

Active

Actions

Application ID Application Name Organization Last Updated
2001 Blue Button NE1 BCBS Nebraska 12/23/2021
2002 Blue Button NE2 BCBS Nebraska 12/21/2021
2003 MyHealth1 United Health 10/19/2021
2004 MyHealth2 United Health 10/19/2021

Data Elements Involved

The following data elements are involved with this component.



Data Element Description
Application ID identifier of the application

Application Name = The name of the application

Organization The organization providing the application
Last Updated Last Modified Date
Actions Itis a Button for Converting Application to Active/ Inactive state

Action Involved
The following actions are involved with this component.

. The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.

. The user will be able to re-activate an application.

. Active toggle button for show the active / Inactive Application Information in the table

O wWNPE

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  norrarror e

User Administration List Page -  norrartoFmve

Diagram or Screen Design

User Administration List

S.No User Name First Name Last Name EMail Medicaid

O|0|0|Oo|0o|0o

<<<12345>>>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved

The following actions are involved with this component.



[N

. Show listing of users

2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To

AW

. Bulk operations provided:

a. De-Activate User

b. Delete User

. Allow selecting of one or more users to perform bulk operations

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Details - norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password

3. Update user details:
a. User Name
b. User First Name
c. User Last Name
d. User Email



Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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Scope

This document provides the design for the Web Application user log in, user registration, Medicaid digital registration, and user administration necessary to
support the CMS Interoperability Project. The Web Application provides the ability for State of Nebraska public users (i.e., Medicaid Members) to register
for an account and link their user account with their respective Medicaid identifiers. This is a necessary step to enable the user to use third-party provide
applications to access Medicaid records. Third Party applications are not within the scope of this Web Application or the specifications provided here in.

Reference Materials and Documents

The following materials and documents are necessary for the Web Application and this design specification.

1. iServe Design Standards

2. Business to Consumer (B2C) templates

3. Application Registration Design - Application Registration Design Document
4. 1D.me OIDC Integration Guide v1.1 - (located at: ID.me Files)

Functional Design

The following subsections provides system pages and components for the following major areas of functionality:

Log In

User Registration

Medicaid Digital Registration
User Administration

Navigation Overview

The system provides navigation for end users and administrators. The following provides the overall navigation flow for User Registration.


https://pact-confluence-dhhs.ne.gov/display/CMSINT/Application+Registration
https://pact-confluence-dhhs.ne.gov/display/CMSINT/ID.me+Files

@ |[B2Clogin |—Check user properties

MFA Registration Flag
@' MFA Registration
JWT Taoken T
'+ Medicaid Member

@ Home Page
!

Landing page primary text
varies based on user
properties:

1. Medicaid registration
status (MR)

2. # of applications consented
by the user (APP)

"-?\ [—4 MR =YESAND
#£| MR=No _P'E_ APP 3D

Mt
— - @ Program Information

i‘;‘;eluwme. Joim_l

Your account is currently not linked with Medicaid. Doing so will
allow you to view your Medicaid history and information on

r Mo
‘Welcome, John! e @ Reguest Support

Your sccount is curmently linked with Medicaid.

Medicald 1D: 123456789

applications you authorize.

Date of Birth: 6/23/1974
Last fouwr digits of your 55M; 0909

Link your accownt with Medicaid Wou have authorined applieations o that you can visw your Madicaid
hittory and information. You can manage consent. meaning authorite or de-
autharice applications for you to use to view your Medicald history and
indormation.
Mansge comsent fer applkations
@ | Manage Consent List
@_] ID.me services
[ ID.me Registration — =
.@. Step 1 — &1 Insert Member Identity
L -
[ -1 Medicaid Registration —
| @ | Step2 Key
o Member APl [
'+ Medicaid Registration — @_I EUliEH ' Secure Pages— Login
@ Step 3 @ Required
— | Non-Secure Pages
\_p @ Submit | @ |
el IBM ACE data
‘ store
React.js local data
Link Information store

@ 4 APlInteraction

Actors or Personas Involved

Actor

Non Registered User
Registered User

MMIS

Identity Proofing
Multi-Factor Authentication

Administrators

Description

A Medicaid member who has not yet registered with the State's B2C process.

A Medicaid member who has registered with the State's B2C process.

Enables lookup of user for the purpose of linking the user registration with Medicaid.
Verifies the user is identified using an outsourced service provided by ID.me
Requires user to log in with additional data using an outsourced service.

Manages users and application consent for users.

System Pages or Components

The following subsections provides system pages and components for the following major areas of functionality:




Sign In/ Sign Up

Medicaid Digital Registration
Manage Consent
Administration

Sign In / Sign Up

Sign In / Sign Up is conducted by the DHHS Business to Consumer (B2C) Azure functionality.
B2C Sign In
This page enables the Medicaid user to sign into their B2C account.

Diagram or Screen Design

Sign In to your
benefits account

Username

Password

oW password

Forgol password?

Don't have an account? Creale your account

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name It is text field and it is mandatory field



Password It is password field and it is mandatory field
Sign In Performs Sign In of the user against the B2C database

Create Your Account = Enables Medicaid members to sign up.

Action Involved
The following actions are involved with this component:
1. Sign In to authenticate the Medicaid member
Component-Specific Non-Functional Requirements
1. None.
Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Sign Up

The Sign Up process leverages DHHS B2C capability to enable Medicaid members to sign up for an account. Account information is shared with iServe
Sign Up.

Diagram or Screen Design

Create a Nebraska benefits accounts.

With an account, you can save a draft of your application, view your current benefits, complete
renewals and recertifications, and flag any household changes. Basically, your account gives you better
access to your current and future benefits.

Credentials =«

Username

New Password

Confirm New Password

Data Elements Involved

The following data elements are involved with this component.

Data Element = Description
User Name The user name for the Medicaid member.

Password User entered password.

Action Involved



The following actions are involved with this component:

1. This is the first of three steps to creating a user account.
2. User name must be unique.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The iServe B2C policy and configuration are re-used for CMSI Sign In / Sign Up. While this makes Sign In / Sign Up consistent, technical
processes must ensure that policy changes are continually synchronized.

B2C Security Questions
This page provides three security questions that are used to recover the Medicaid member's account access (i.e., forgotten password).

Diagram or Screen Design

Security questions

Choose three security questions. If you forget your password or username, we'll use these questions to
verify your identity. We recommend your answers be one word for simplicity.

Security Question #1

| What is your mother's maiden name? vl

Answer to question #1

Security Question #2

I What high school did you attend? vl

Answer to question #2

Security Question #3

| In what city was your first job? vl

Answer to question #3

I l

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

Security Questions 1 to 3 | Enables the Medicaid member to select answers to three questions.

Action Involved

The following actions are involved with this component:
1. This is the second of three steps to creating a user account.
2. Create user account. Duplicate user accounts are not allows.
3. Cancel to stop the account creation process.

Component-Specific Non-Functional Requirements

1. None



Constraints or Limitations

1. None.

B2C Multi-Factor Authentication

Multi-Factor Authentication (MFA) is required as a first step to linking a Medicaid member's record. This page enables the user to setup MFA. MFA
provides an extra layer of security in case the Medicaid member attempts to log in the first time or from a different device.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
MFA Method The user selects
MFA Data Entry Mobile phone number or email address to use for MFA verification.

MEMBER_MFAREGISTERED_ @ Stores the MFA registration flag.
IND

Action Involved
The following actions are involved with this component:

. This is the third of three steps to creating a user account.

The Medicaid member selects the method by which they will perform MFA. Typically, this will be a mobile number or email address.

The Medicaid member will be prompted a dialog box to turn on MFA.

. The Medicaid member will be prompted to conduct MFA on first log on or if the Medicaid member is conducting log in from an unrecognized
device.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The Azure B2C capability will be extended to add MFA verification. MFA is not used by iServe.
2. The exact MFA methods available will depend on the Azure B2C configuration supported by DHHS.

Medicaid Member Home Page

This page provides the home page for Medicaid members. This page can be published as a standalone page
and published as a part of the DHHS Member communications process. It can also be launched from the
CMS Interoperabilty Home Page (see App Registration Design).

Diagram or Screen Design


https://pact-confluence-dhhs.ne.gov/display/CMSINT/App+Registration+Design
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Data Elements Involved

The following data elements are involved with this component.

Data Element = Description

None

Action Involved

The following actions are involved with this component.

1. Sign In - Invokes the Sign In process (Sign In Page opens).
2.
3. Once the Medicaid member signs in, this page displays text above the tiles based on user properties:

Sign Up - Invokes the Sign Up process (Sign Up Page opens).

a. Medicaid registration status (MR)
b. # of applications consented by the user (APP)

. IfMR =0

a. Text = "Your account is currently not linked with Medicaid. Doing so will allow you to view your Medicaid history and information on
applications you authorize. "
b. Button label = "Link your account with Medicaid". This button opens the Medicaid Digital Registration - Step 1 Page.

. If MR >0 and APP >0

a. Text = "Your account is linked with Medicaid. You have authorized applications so that you can view your Medicaid history and
information. You can manage consent, meaning authorize or de-authorize applications for you to use to view your Medicaid history and
information."

b. Button label = "Manage consent for applications"”

. Link My Medicaid Account - enables the Medicaid member to link their B2C account with Medicaid (MMIS). By clicking on this tile, the Medicaid

Digital Registration - Step 1 Page opens.

. Documentation - view publicly documentation relevant to CMS Interoperability and other guides.  NOT PART OF mvP

Component-Specific Non-Functional Requirements

1.

None.

Constraints or Limitations



1. None.

Medicaid Digital Registration

ID.me Registration - Step 1

This page enables the user to begin the process of to launch the identity verification service provided by the DHHS selected identity provider, ID.me.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description

Launch ID.me | This button launches the ID.me identity verification process.

Action Involved

The following actions are involved with this component.

1. This page will present communication/ language that describes why the Medicaid member must perform identity verification. The following

provides the text:
a. TBD

ahON

. ID.me will return the Medicaid member's identity information or an error response code.

. Registration continues if the Medicaid member's identity information is returned.

. Otherwise, the error response is displayed and the user will be directed to return to linking Medicaid at a later time.

. The following flow describes the anticipated interaction with ID.me. At the end of the ID.me self-serve flow, the user consents to release their

verified attributes (ex. UUID, name, SSN, date of birth, address, email), and these would be passed back to the Digital Registration application as
a verified attribute bundle (AES-256 CBC encrypted) through an open federated identity protocols like SAML 2.0, OAuth 2.0, and OpenID
Connect. Digital Registration will record the payload in Azure storage.
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Component-Specific Non-Functional Requirements

1. ID.me returns a JSON object that contains the Medicaid member's identity information. This information will be stored in the CMSI database.

Constraints or Limitations

1. ID.me OpenlD Connect Integration provides integration guidance (see Reference section of this document.

Medicaid Digital Registration - Step 2



This page presents the information returned from ID.me and presents a text box for the Medicaid member to enter their Medicaid identifier.

Diagram or Screen Design

TBD

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

uuID Unique identifier from ID.me (not viewed on page)

Email Read only view of the email address

First Name Read only view of the first name of the Medicaid member
Middle Name Read only view of the middle name of the Medicaid member
Last Name Read only view of the last name of the Medicaid member
Birth Date Read only view of the date of birth of the Medicaid member
Social Security Number Read only view of the SSN of the Medicaid member
Address Read only view of the address of the Medicaid member
Phone Read only view of the phone number of the Medicaid member
Medicaid 1D The Medicaid identifier entered by the user

Action Involved
The following actions are involved with this component.
1. The Medicaid member has the option to continue with linking with Medicaid if the Medicaid member identity information is presented.
2. The Medicaid member enters their Medicaid ID.
3. If the member continues with valid member identity information presented, the system will perform a Member lookup against the MMIS data (Quer

y Member Identity API).
4. The Medicaid member has the option to cancel out of the linking process.

Component-Specific Non-Functional Requirements

1. None.
Constraints or Limitations
1. None.
Medicaid Digital Registration - Feed Back Page
This page presents the feed back to the user saying that their request will be reviewed and a decision will be communicated.

Diagram or Screen Design



€ Back

You have successfully completed your digital registration. You can

now use approved third party applications to access your

Medicaid data.

Data Elements Involved

The following data elements are involved with this component.

Data Element
MEMBER_ID
MEMBER_B2C_ID
IDME_EMAIL
IDME_FIRSTNAME
IDME_MIDDLENAME
IDME_LASTNAME
IDME_DOB

IDME_SSN
IDME_USERADDRLNE1
IDME_USERADDRLNE2
IDME_USERADDRLNE3
IDME_USERADDRCITY
IDME_USERADDRST
IDME_USERADDRZIP

IDME_PHONE

Action Involved

Description

Internal Medicaid member's identifier generated by CMSI (not displayed to user)

UUID from the identity verification services

The email address for the Medicaid member provided by the identity verification services.
The first name for the Medicaid member provided by the identity verification services.
The middle name the Medicaid member provided by the identity verification services.
The last name for the Medicaid member provided by the identity verification services.
The date of birth for the Medicaid member provided by the identity verification services.
The SSN for the Medicaid member provided by the identity verification services.

The address line 1 for the Medicaid member provided by the identity verification services.
The address line 2 for the Medicaid member provided by the identity verification services.
The address line 3 for the Medicaid member provided by the identity verification services.
The city for the Medicaid member provided by the identity verification services.

The state for the Medicaid member provided by the identity verification services.

The zip code (5+4) for the Medicaid member provided by the identity verification services.

The phone number for the Medicaid member provided by the identity verification services.

The following actions are involved with this component.

1. Submit - enables the user to complete Medicaid linking. This action stores the Medicaid linkage data.
2. On submit, the database is updated.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. None.

Insert Member Identity API



This API adds the Medicaid member's identity information provided by identity services into the CMSI database. This API provides the call back URI for
identity services to return the Medicaid member's identity information.

Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

MEMBER_ID Internal Medicaid member's identifier generated by CMSI.

IDME_UUID The UUID provided by the identity verification services.

IDME_EMAIL The email address for the Medicaid member provided by the identity verification services.
IDME_FIRSTNAME The first name for the Medicaid member provided by the identity verification services.

IDME_MIDDLENAME The middle name the Medicaid member provided by the identity verification services.

IDME_LASTNAME The last name for the Medicaid member provided by the identity verification services.
IDME_DOB The date of birth for the Medicaid member provided by the identity verification services.
IDME_SSN The SSN for the Medicaid member provided by the identity verification services.

IDME_USERADDRLNE1 ' The address line 1 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE?2 | The address line 2 for the Medicaid member provided by the identity verification services.
IDME_USERADDRLNE3 | The address line 3 for the Medicaid member provided by the identity verification services.
IDME_USERADDRCITY | The city for the Medicaid member provided by the identity verification services.
IDME_USERADDRST The state for the Medicaid member provided by the identity verification services.
IDME_USERADDRZIP The zip code (5+4) for the Medicaid member provided by the identity verification services.

IDME_PHONE The phone number for the Medicaid member provided by the identity verification services.

Action Involved

The following actions are involved with this component.

Component-Specific Non-Functional Requirements

1. None.

Constraints or Limitations

1. The design of this API is available in Swagger.

Query Member Identity API
This API performs a member lookup against the MMIS database.
Diagram or Screen Design

<No Diagram>

Data Elements Involved

The following data elements are involved with this component.

Data Element | Description
Medicaid 1D The Medicaid identifier entered by the user.
SSN The Medicaid member's SSN as provided by identity services.

Date of Birth The date of birth of the Medicaid member as provided by identity services.



Action Involved

The following actions are involved with this component:
1. None.

Component-Specific Non-Functional Requirements
1. None.

Constraints or Limitations

1. The design of this APl is available in Swagger.

Manage Consent

Manage Consent List Page
This page will display a list of applications that the user has consented for access to the user's data via the application. Users can revoke consent from this

listing of applications. The list of applications are those in production and made available for third party organizations and developers. The application
registration process is managed via IBM API Connect Developer Portal.

Diagram or Screen Design



& D> e £ (Tocalhost )
(/ Active

Manage Consent

The following applications are currently authorized to access your data

Application D Application Name Last Updated Status Revoke Consent
AXTO012345  XXXXXXXXXXXXXX 11/23/2021 10:30 Active Revoke
AXTOD12346 YYYYYYYYYYYYYY 11/23/2021 10:30 Active Revoke

Title

€ > C A (locahost )
({y Active

Manage Consent

The following applications are currently authorized to access your data

Application ID Application Name Last Updated Status Revoke Consent
AXT0012345 XXXXXXXXA Confirmation Active Revoke
AXT0012346 YYYYYYYYY 'xxxxxxxxxxx' Application access will be | Active Revoke
revoked.
ok Cancel
itle
€ = C i (localhost )
Manage Consent () Active
Application ID Application Name Last Updated Status Consent
AXT0012345 XXHXXXXXKXXXXX 11/23/2021 10:30 Inactive Active
AXT0012347 2222222222222222222 11/23/2021 10:30 Inactive Active

Data Elements Involved

The following data elements are involved with this component.

Data Element Description
Application ID identifier of the application
Application Name = The name of the application

Organization The organization providing the application



Action Involved
The following actions are involved with this component.

The user will be able to revoke consent of an application.

. The user must verify revoking of consent with a second dialog box.

. The system will retain the date / time and the user ID of the user revoking consent.
. The user will be able to re-activate an application.

Component-Specific Non-Functional Requirements

Constraints or Limitations

User Administration -  noreartor wve

User Administration List Page -  notrartoFmve

Diagram or Screen Design

User Administration List

S.No User Name First Name Last Name EMail Medicaid

O|0|0|O|0|0o

<<<12345>>>

Data Elements Involved

The following data elements are involved with this component.

Data Element Description

User Name Used for logging on to the system
User First Name Given name of the user

User Last Name Family name of the user

User Email Email address of the user

User Medicaid Identifiers | List of identifiers from MMIS

Actions Involved
The following actions are involved with this component.

1. Show listing of users
2. Provide ability to filter user list by:
a. Active / Inactive Status
b. Name (search user name, first name, and last name)
c. Medicaid Identifier
d. Applications Consented To
3. Allow selecting of one or more users to perform bulk operations
4. Bulk operations provided:
a. De-Activate User
b. Delete User

Component-Specific Non-Functional Requirements



Constraints or Limitations

User Details -  norparT oF mve

Diagram or Screen Design

User Details

User Name: XXXXX
First Name: XXXXX
Last Name: XXXX
EMail:
Medicaid:
Consented To:
Created Date:

Modified Date:

Data Elements Involved

The following data elements are involved with this component.

Data Element

User Name

User First Name

User Last Name

User Email

User Medicaid Identifiers

User Applications Consented To
Created Date

Modified Date

Action Involved

Description

Used for logging on to the system

Given name of the user

Family name of the user

Email address of the user

List of identifiers from MMIS

List of applications the user has consented
Created date of user record

Date when the user record was last modified

The following actions are involved with this component.

1. Revoke consent for a selected application

2. Set user password
3. Update user details:
a. User Name

b. User First Name
c. User Last Name
d.

User Email

Component-Specific Non-Functional Requirements

1. Any change to the user record will be logged.

Constraints or Limitations

1. Medicaid Identifiers cannot be updated or removed from this component.

Non-Functional Requirements

1. None
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